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Abstract—In order to process network packets at high rates,
network functions like routing or firewalling require specialized
hardware like TCAMs (Ternary Content Addressable Memories), ASICs (Application Specific Integrated Circuits), or GPUs
(Graphics Processing Units). Such hardware must be fast enough
to process packets at line rate, and furthermore, it must be
programmable in order to update the packet processing policy
(e. g., a forwarding table or firewall rule set). From a fundamental
point of view, though, these goals are conflicting because a
generic programmable circuit must provide sufficient resources
to support a wide range of policies, which can lead to unused circuitry and low clock rates. In addition, it misses logic
optimization opportunities with regard to the structure of the
installed policy. In this work, we investigate the optimization
potential of automatically generated network processing circuits
that are tailor-made for a specific policy. Using the example
of router forwarding information bases (FIBs), we demonstrate
that circuits which are partially evaluated with respect to the
implemented FIB need more than one order of magnitude less
logic resources than an equivalent generic forwarding circuit. We
combine this approach with the partial reconfiguration capability
of FPGAs in order to obtain an efficient low-latency forwarding
engine whose matching circuitry can be replaced on demand.
Index Terms—Circuit Generation; Packet Forwarding; Partial
Evaluation

I. I NTRODUCTION
Transmitted messages in packet-switched networks are subject to a variety of important control functions, such as IP
forwarding or firewalling. Although these functions may serve
different purposes, e. g., guiding a network packet to a suitable
next hop or implementing a security policy, they all share
two major requirements: first, they must be fast enough to
process packets at the respective line rate in order to avoid
performance bottlenecks in the network. Second, they must be
programmable in order to reflect changes in the implemented
policy, such as route updates or new rules in access control
lists [1], [2]. Especially the first requirement is paramount in
demanding environments such as backbone networks where
link speeds of 40 Gbps or more are the rule rather than the
exception [3]. Assuming worst-case traffic consisting of 64byte Ethernet frames and a link rate of 40 Gbps, incoming
network packets must be processed in less than 13 ns. These
real-time constraints and the fact that routing tables and firewall rule sets tend to grow rather than to shrink [4] underline
the need for hardware-accelerated packet processing engines.
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Accordingly, many sophisticated packet processing schemes
have been proposed which are based on special-purpose hardware providing massive true parallelism, such as ASICs [5],
[6], GPUs [7], [8], and FPGAs [9]–[12]. Although these
approaches differ greatly in detail and with respect to the
underlying hardware platform, their architectures are mostly
based on a strict separation between a generic packet processing algorithm and a corresponding configuration memory that
stores the employed packet processing policy. For instance, an
IP router runs a longest prefix matching algorithm in order to
forward network packets according to the currently installed
forwarding information base (FIB), while a firewall employs
a generic packet classification algorithm whose operation is
guided by a rule set stored in memory. As a result, these
architectures have to process two input parameters at runtime:
(1) the network packets, and (2) the in-memory data structure
which represents the currently active packet processing policy.
In this work, we take a fundamentally different approach
that merges the packet processing algorithm and the corresponding policy into a single unified circuit description. That
way, we eliminate the need to interpret the policy data structure
at runtime by partially evaluating the employed algorithm with
respect to the policy S—that is, instead of utilizing a generic
configurable circuit C, we replace all configurable variables by
constants based on S, which yields a new circuit CS whose
operation is fixed on the policy S, as sketched in Figure 1.
The advantages of this technique over generic memory-based
approaches are threefold: first, due to the fact that specialized
circuits incorporate the policy in their implementation, no
configuration memories and thus less hardware resources are
required. Second, as the specialized circuitry only needs to

Fig. 1: Partial reconfiguration replaces policy-specific circuitry.

implement one specific policy S, it is generally much smaller
than an equivalent generic circuit where S is not known
at design time. Third, the specialized circuits can be logicoptimized with regard to the structure of the policy S because
S is integrated into the circuitry itself.
Of course, the concept of specialized packet processing
circuits requires an implementation platform whose circuitry
can be adapted in case of a policy change. Therefore, we
evaluate the proposed approach at the example of an IPv4
packet forwarding engine on a NetFPGA 10G board. By
utilizing the partial reconfiguration ability of FPGAs, we can
replace the matching circuitry at runtime without the need to
power down the device, as sketched in Figure 1.
In short, the key contributions of this paper are:
• We present a 40 Gbps packet forwarding architecture on
the NetFPGA 10G which leverages partial reconfiguration
to replace the matching circuits at runtime.
• In contrast to previous works in this direction [13], [14],
we compare the efficiency of specialized circuits to the
state-of-the-art generic approach based on TCAMs. We
find in our experiments that the FIB-specific circuitry
requires up to 7x less lookup tables (LUTs) and up to 23x
less flip-flops (FFs) than a TCAM-based architecture.
• We provide detailed measurements how the policy structure (in our case, the IPv4 routing table) influences the
resource usage of the generated specialized circuitry.
The remainder of this paper is structured as follows: first,
we discuss related work in this field of research in Section II. Subsequently, we briefly review the longest prefix
match problem in the context of IP forwarding as well as
the architecture of TCAMs, which serve as the baseline for
our comparative evaluation, in Section III. In Section IV, we
introduce the concept of specialized matching circuits and
present the architecture of our partially reconfigurable proofof-concept forwarding engine. Next, we evaluate the efficiency
of our tailor-made circuits in Section V. Finally, we conclude
this paper in Section VI.
II. R ELATED W ORK
In the past decades, the research community has proposed
a wide variety of algorithmic approaches for network packet
classification in general [2], [4], [15]–[17] and longest prefix matching in particular [1], [18]–[20]. These techniques
transform the packet processing policy such as a firewall rule
set or an IP forwarding table into a data structure which is
subsequently used by a corresponding search algorithm to
perform lookups. Examples for such data structures are multidimensional decision trees [4], [15], hash tables [16], [19], bit
vectors [17], or prefix trees [18], [20]. Due to their hardwareagnostic design and the strict separation between search algorithm and configuration memory, most of these approaches
can be implemented on a diverse range of underlying hardware
platforms, such as general purpose CPUs, GPUs [7], [8], or
FPGAs [10]–[12], [21]. However, there is a price to be paid for
this flexibility: because the algorithm and the corresponding
configuration memory must be general enough to process

an arbitrarily shaped policy, they cannot exploit the specific
structure of the policy, as illustrated in Section I.
The concept of specialized packet processing circuits for
routers and firewalls has been proposed previously in [13]
and [14], respectively. In [13], the authors propose to translate
routing tables to circuit descriptions based on binary decision
diagrams, while in [14] parallel matching circuitry for firewall applications is generated. Although these works mention
the potential of logic optimization, they do not answer the
following important questions: (1) how much gain in terms
of LUT/FF resources can be achieved in comparison to a
programmable generic architecture, and (2) which architecture
can be used to replace the specialized circuitry at runtime,
without the need to shut down the device? In order to answer
these questions, we demonstrate the applicability of partial
reconfiguration to replace the specialized circuitry in order
to perform policy updates at runtime. Furthermore, we will
show in our evaluation that policy-tailored forwarding circuitry
requires over an order of magnitude less LUT/FF resources
than an equivalent TCAM-based circuit on an FPGA.
III. BACKGROUND
As we demonstrate the potential of specialized packet processing circuitry at the example of an IPv4 forwarding engine,
we briefly review the concept of longest prefix matching as
well as the common TCAM-based implementation technique.
A. Longest Prefix Matching
In order to route an IP packet over a path of multiple hops,
each intermediate router has to forward the packet to the next
hop until the destination is reached. Therefore, a hop-specific
routing table provides the outgoing port with respect to the
destination address of an incoming packet. In the case of
IP routing, the routing table represents the above-mentioned
packet processing policy. As it is impractical to separately
store the outgoing port for every possible destination address
(which would require 232 or 2128 entries for IPv4 or IPv6,
respectively), addresses are aggregated to subnets. A subnet
is a set of IP addresses whose most significant k bits are
equal. In order to forward an incoming network packet, a
router performs a longest prefix match in its forwarding
information base (FIB) (a representation of the routing table
that is designed for fast lookups). That is, packets are always
forwarded towards the most specific matching subnet in the
FIB. As a simple example, consider the routing table for 8bit addresses shown in Table I. Although a packet with the
destination address 10110001 matches on subnets no. 1, 3,
and 4, it would be forwarded to subnet no. 1, as it represents
the longest matching prefix.
TABLE I: A routing table for 8-bit addresses
Subnet no.
1
2
3
4

Prefix
1011000*
01110*
101*
*

Address
10110000
01110000
10100000
00000000

Mask
11111110
11111000
11100000
00000000

Outgoing port
2
1
3
0

The difficulty of longest prefix matching arises from the fact
that routers potentially have to forward millions of packets
per second on the basis of steadily growing routing tables [4].
In order to process such huge amounts of data at line rate,
dedicated packet processing hardware is required, as described
in the following sections. For the remainder of this paper, we
will use the terms FIB and routing table interchangeably.
B. TCAMs
Ternary Content-Addressable Memories (TCAMs) are a
common way to implement FIBs in high-speed routers [9],
[22]. An n-element TCAM consists of n parallel match lines
Li which compare a specified k-bit search word X with the
contents of a data register Di with respect to a mask register
Mi . Hence, each match line Li implements the function
Li =

k−1
^




Mij ∧ Dij xor Mij ∧ X j ,

(1)

j=0

which is basically an equality check for the bits selected by the
specified mask. In contrast to algorithmic packet forwarding
schemes which are based on sophisticated data structures [18],
[19], the TCAM approach is rather straightforward: the destination address DA of an incoming packet is matched against
every single FIB entry in parallel [6]. This operation yields a
multi-match result vector V of size n, whose ith bit is set to
1 iff the ith prefix in the FIB matches DA, otherwise it is set
to 0. In order to extract the longest matching prefix from the
set of matching prefixes, a priority encoder is used to find the
index of the first set bit in V . Of course, this requires the FIB
entries to be sorted with respect the prefix lengths. Figure 2
shows the circuit structure of a 4-element TCAM which is
configured to perform longest prefix matching according to
the routing table in Table I.
The central advantage of TCAM-based packet forwarding is
that it requires constant time to process incoming packets, regardless of the structure and size of the routing table. However,
TCAMs are significantly more expensive than conventional

RAMs with the same capacity [6], are less power efficient [22],
and can only be operated at relatively low clock rates [9].
Furthermore, the memory resources offered by TCAMs are
often underutilized due to the TCAM’s regular structure.
Figure 2 shows that the four-element TCAM needs to provide
two 8-bit registers for every stored prefix in order to support
an arbitrarily shaped routing table of at most four prefixes.
Thus, even if a prefix is shorter than 8 bit, as it is the case for
every prefix in Table I, it still occupies two full registers.
IV. A RCHITECTURE
In the previous section, we argued that the general structure of a TCAM can lead to underutilized logic resources.
Therefore, we propose to specialize the matching circuitry for
a particular routing table before it is used to forward packets.
That way, we can keep the deterministic matching performance
of TCAMs and eliminate the drawback of wasted resources.
A. Specialized Forwarding Circuits
As we target an FPGA as the underlying hardware platform,
we can specify an arbitrary Boolean function f which is
implemented by the FPGA at runtime (of course, we must
obey the restriction of logic resources available on the FPGA
during the definition of f ). Here, we exploit the fact that
a routing table R can be represented as a Boolean function
fR : {0, 1}k → {0, 1}m , where k is the number of address
bits and m is the number of bits used to encode the output
port. Accordingly, we can generate an HDL representation
of fR which implements a full parallel longest prefix match,
just as a TCAM does. However, in contrast to a TCAM, fR
specifies only the minimal logic resources which are required
to implement the specific routing table R. For example,
Listing 1 shows the Verilog code which implements the four
parallel matches on the prefixes of Table I. The prefixes are
written as literal values into the generated code, which has
the important implication that no flip-flops will be inferred
for the prefixes during synthesis. Instead, they are stored in
lookup tables as part of the function fR . As a consequence,
the synthesis tool is able to perform logic optimization based
on the concrete prefixes of the implemented FIB. Hence, the
generated specialized circuit tends to be smaller than an equivalent generic TCAM due to the compact representation of the
prefixes as part of the logic function and the logic optimization
performed during synthesis, as we will demonstrate in our
evaluation. Figure 3 illustrates the generated matching circuitry
together with the (also generated) priority encoder.
B. Partial Reconfiguration in the NetFPGA 10G Pipeline
In order to evaluate the applicability of partial reconfiguration to replace the specialized matching circuits at runtime, we
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Fig. 2: A 4-element TCAM for 8-bit addresses.
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( a d d r [ 7 : 1 ] == ’ b1011000 ) ;
( a d d r [ 7 : 3 ] == ’ b01110 ) ;
( a d d r [ 7 : 5 ] == ’ b101 ) ;
1;

Listing 1: Verilog code that implements prefix matches.

Fig. 3: A tailor-made FIB circuit according to Table I.
created a proof-of-concept implementation on top of the NetFPGA 10G board which contains a Xilinx Virtex-5 TX240T
FPGA as well as four 10 Gbps Ethernet SFP+ ports. We
modified the NetFPGA reference packet processing pipeline,
which implements a basic network interface controller [23],
and integrated an IPv4 forwarding module into the pipeline,
as sketched in Figure 4. The forwarding module consists of
a header parser to extract the destination IPv4 address of
incoming packets, a set of queues for store-and-forward processing, as well as a reconfigurable area that contains the FIBspecialized matching circuitry and priority encoder. During
operation, network packet data enter the forwarding engine
over an input queue filled by the input arbiter which merges the
incoming data streams into a single stream. Subsequently, each
packet in the input queue is buffered in the delay queue while
its destination address is classified by the specialized matching
circuitry located in the reconfigurable block. The longest prefix
match itself is performed in a pipelined fashion and can emit
one match result per clock cycle in the same manner as a
TCAM. Finally, the buffered packets are updated with respect
to the computed destination MAC address of the next hop and
written to the output queues for further transmission.
An important detail of this architecture is the switch block
which controls the communication between the matching circuitry and the packet update block. In order to keep the system
in a consistent state during a partial reconfiguration of the
matching circuitry (which is in the order of milliseconds), it
must be ensured that no invalid data is sent from the reconfigurable area to the packet updater. Our current implementation
suspends forwarding operations while the matching circuitry
is updated by toggling a DMA-controlled register which prohibits any data flows through the switch. However, the system
can be constantly kept operational through a simple change in
the switch and the addition of a fallback module, which could
be a redirector to a software-based routing module or a small
TCAM for an intermediate routing policy, or even another
reconfigurable area. Furthermore, the fallback module could
be used to handle incremental updates to the routing table,
as changes of the implemented policy require the generation
of a new partial bitfile for the specialized matching circuitry,
which takes about an hour in our current implementation.
Thus, a practical implementation could generate a specialized
forwarding circuit for the slowly changing parts of a routing
table, which may not change for days or even weeks [24]. In
fact, according to [24], the majority of routing table updates

Fig. 4: Overview of the reconfigurable IPv4 forwarding engine.
are caused by few prefixes, which could be handled by the
fallback module. The integration of such a fallback module
into our reconfigurable architecture is sketched in Figure 4.
Our forwarding engine operates on data words of 256 bit
width with a clock frequency of 160 MHz, just as the NetFGPA
10G reference pipeline, and can process incoming packets at
full line rate of 40 Gbps. Of course, the proposed architecture
size capacity is limited by both the number of LUTs/FFs
available on the FPGA as well as the timing constraints
imposed by the static and generated parts of the design.
However, our evaluation shows that specialized forwarding
circuits require less logic resources and result in more timingfriendly designs than a TCAM-based forwarding circuit.
V. E VALUATION
We put our main focus on the evaluation of specialized forwarding circuits on two aspects: first, we compare the size of
the generated circuitry in terms of LUTs/FFs with the size of a
generic programmable TCAM implementation with an equivalent degree of parallelism, latency, and throughput. Second,
we evaluate the potential of logic optimization that takes place
during the synthesis of the specialized circuitry with regard
to the structure of the specified routing table. Therefore, we
generated a large body of routing tables which were translated
into Verilog descriptions of specialized forwarding circuits,
as described in Section IV-A. Subsequently, partial bitfiles
were generated from these circuit descriptions using the Xilinx
ngdbuild, map, par, and bitgen tools. The number of
FFs and LUTs used for the partial designs were extracted from
the implementation logfiles after the build process. Also, we
generated bitfiles from Verilog TCAM descriptions of different
capacities using the same workflow. The NetFPGA 10G board
served as the implementation platform for both the specialized
forwarding circuits and the generic TCAMs.
In our first experiment, we investigate the scalability of
both the specialized forwarding circuitry and the TCAMs
with respect to the size of the routing table. To this end, we
generated routing tables consisting of random 32 bit prefixes.
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Fig. 5: Scalability of matching circuits with respect to routing table size/capacity.
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Fig. 7: LUT/FF/Power consumption of specialized FIB circuits with shared logic functionality.
We started with 80 entries and increased the routing table size
in steps of 80 to a maximum of 800 entries. This process
was repeated five times with different random seeds. Also,
we generated descriptions for TCAMs with the respective
capacities up to 400 entries. Higher capacities for TCAMs
were impossible due to space restrictions on the FPGA.
Figures 5a and 5b show the average LUT and FF consumption
as well as the standard deviation. It can be seen that the
usage of LUTs and FFs for the specialized circuitry increases
linearly with the routing table size, as larger routing tables
lead to larger logic functions. Accordingly, more LUTs are
required to implement these functions. Also, the growing size
of the generated priority encoder requires more FFs due to its
pipelined operation. However, it can also be observed that the
TCAM circuits consume more LUTs and FFs, up to a factor of
7 for the LUTs and 23 for the FFs, as revealed by Figure 5c.
The reasons are twofold: first, the TCAM assigns two registers
per routing table entry and thus requires more FFs. Second,
the TCAM’s matching logic is generally larger than that of
the specialized FIB circuits and thus requires more LUTs.

is agnostic to the prefix lengths of the currently installed FIB,
as every entry always requires the same number of registers.
However, this is not the case for the specialized FIB circuits
because a k-bit prefix is implemented by a k-bit logic function,
which should lead to resource savings if k < 32. In fact, real
routing tables contain many different prefix lengths [25], so we
generated routing tables of the same sizes as above, but with
uniformly random prefix lengths between 1 and 32. Again, we
extracted the LUT/FF consumption of the partial bitfiles for
the corresponding FIB circuits and repeated this experiment
five times. Figures 6a and 6b show the average LUT/FF
requirements as well as the standard deviation in comparison
to the LUT/FF consumption of the specialized circuitry for the
full 32 bit routing tables from the first experiment. Figure 6a
confirms that the circuitry with random prefix lengths need a
significantly smaller number of LUTs than the circuits for the
32 bit prefixes. In contrast, Figure 6b reveals that the number
of used FFs does not change significantly. The reason for this
behaviour is that the matching logic is implemented by LUTs
and not by FFs, which are only needed for the priority encoder.

Next, we evaluate the impact of different prefix lengths on
the resource consumption of the specialized FIB circuitry. As
mentioned in Section III-B, the TCAM resource consumption

In our final experiment, we examine the effect of logic
optimization, which takes place in the different stages of bitfile
generation, on the generated circuitry. Because we translate a

specified routing table into a corresponding logic function, the
synthesis tools can take advantage of bitwise redundancies of
the prefixes in the table. In order to investigate the impact of
this optimization, we generated four routing tables consisting
of 32 bit prefixes, but the prefixes in each table differ only in
the least significant 10, 16, 24, and 32 bits, respectively. This
means that the LUT implementation of the matching logic for
the most significant 22, 16, 8, and 0 bits can be shared between
the different prefix checks, respectively. Again, we repeated
this experiment five times and show the averaged results and
the standard deviations in Figures 7a to 7c. It can be seen in
Figure 7a that the amount of used LUTs indeed decreases with
an increasing number of shared prefix check bits, as a result
of the logic optimization. However, as the logic optimization
does not reduce the total number of prefix checks, the priority
encoder which resolves the longest prefix match has the same
size for each of the four routing table classes. Accordingly,
the number of used FFs does not change in this experiment,
as shown in Figure 7b.
Finally, we used the Xilinx XPower Analyzer in order to
estimate the power consumption of the generated circuitry.
Figure 7c reveals that the matching circuit’s power consumption decreases with an increase in the shared prefix bits, since
more shared prefix bits lead to smaller matching circuits. In
comparison, even the smallest TCAM that we synthesized (80
entries) already consumed 0.38 mW, which is about four times
higher than the largest specialized circuits (800 prefixes) with
no shared prefix bits. The power measurements show that the
matching circuits (both specialized and TCAM) make up only
a small fraction of the entire design’s power consumption (ca.
5.1 W) and therefore should be taken with a grain of salt.
However, they still indicate that specialized matching circuitry
is more power-efficient than their generic TCAM counterparts.
VI. C ONCLUSION
In this work, we investigated the optimization potential
of specialized packet processing circuitry for FPGAs at the
example of tailor-made IPv4 forwarding circuits. In contrast
to state-of-the-art TCAM matchers whose functionality is
controlled via runtime-programmable configuration memories,
specialized forwarding circuitry has a much smaller footprint
in terms of used FPGA resources. Our evaluation results
reveal that specialized forwarding circuits require up to 7x
less lookup tables and up to 23x less flip-flops than an equivalent generic matching architecture with equivalent degrees
of matching performance, latency, and parallelism. As a consequence, the FPGA can implement larger forwarding tables
in specialized circuits, which still provide TCAM-equivalent
matching performance. This technique can also be applied
to other policy-based packet processing applications which
often rely on TCAMs, such as firewalling [14]. In order to
enable policy updates without the need to shutdown the device,
we devised an architecture which is amenable for partial
reconfiguration of the used matching circuitry. That way, we
can combine the advantages of efficient specialized matching
circuits with the flexibility needed for practical applications.
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